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KNX IP Interface: remote access

1 Introduction

This document describes how remote access can be established to a KNX installation via
the Internet by means of the ETS. Remote access can be achieved using either NAT
(Network Address Translation) or VPN (Virtual Private Network).

Any device that supports KNXnet/IP tunnelling can be used for remote access. These
devices are the KNX IP Interface 730, KNX IP Router 750, KNX IP Linemaster 760 and
KNX IP BAOS 770. In this document, they will be collectively referred to as "KNX IP
devices".

2 Remote access with NAT

2.1 Network Address Translation (NAT)

NAT (Network Address Translation) is a method used to translate IP addresses. It is
primarily used in routers (e.g. DSL routers).

2.2 Example of a configuration

2.2.1 Structure

o o =

. IP addr.:
Switch 192.168.1.30 !j
=

| |||LAN|

IP addr.:
192.168.1.1

Subnet: 255.255.255.0

IP addr.: IP addr.:
oo L] 192.168.1.10 oolld] 192.168.1.11
OO eo OO eo
|°] KNX IP D KNX IP
Router Router
[e]e]e)e] [e]e]e)e]
(o]e]e]e) 1.1.0 [o]e]e]e) 2.1.0

111 | Q LL’ 1.1.10 211 Q LL’ 2.1.10
112 | Q ALL’ 1111 212 | Q ALL’ 2111

Figure 1: KNX installation

The diagram above shows a typical KNX installation that is connected to the Internet via a
DSL router: Two TP lines are connected to each other via two KNX IP routers. These KNX
IP routers were assigned IP addresses from the local network. The DSL router needed for
Internet access has a fixed local IP address (192.168.1.1) and a public IP address (here,
84.145.85.60), which is assigned by the Internet provider. Generally, the public IP address
is dynamic, meaning that it is reassigned every time an Internet connection is
reestablished.
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2.2.2 Settings in the DSL router

In the DSL router, forwarding must be set up under the "NAT" item. For this, a port
(standard: 3671) and an IP address (local IP address of the KNX IP device, e.g.
192.168.1.10) must be specified. Afterwards, all telegrams that are received from the
Internet and are directed to port 3671 are forwarded to the specified KNX IP device.

Portfreigabe

Bezeichnung  |KMN=net/IF

Protokoll LIDF »
Fort 3671

an |P-Adresse |192.166.1.10
an Fon 3671

Freigabe aktiv

[Ubernehmen H Abbrachen H Hilfe ]

Figure 2: Settings in the DSL router (port forwarding for KNXnet/IP)

Liste der Portfreigaben
Aktiv Bezeichnung Protokoll Port an IP-Adresse an Port

v KMNEnetAR UDFP 3671 182.168.1.10 671
[ Meue Forfreigabe ]

[Ubernehmen H Abbrechen H Hilte ]

Figure 3: Settings in the DSL router (list of port forwardings)
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2.2.3 IP configuration of the KNX IP Interface

Since the IP address of the KNX IP device must be known, manual configuration is
recommended. The IP address (192.168.1.10), subnet mask (255.255.255.0) and gateway
IP address (192.168.1.1) must be specified.

M 1.1.1 KNX IP Interface 730 X

IP-Configuration 1
IP-Address
Byte 1 13z i
Byte 2 168 E
Byte 3 1 £
Byte 4 10 2
[ET | | R

Figure 4: IP configuration (part 1)

M 1.1.1 KNX IP Interface 730 X
e IP-Configuration o
IP-Configuration 1
R IP-Sunet

Byte 1 |55 3
Byte 2 |zs5 3
Byte 3 |55 A
Bivte 4 o 3
IP-Gateway Address

Byte | [192 g
Byte 2 |18 3
Byte 3 [ g
Biyte 4 1 3

Jeiiiocisllcanzai [l e

Figure 5: IP configuration (part 2)
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2.2.4 Establishing a connection with the ETS

ETS Connection Manager

Configured Connections

IF Routing

IPTunneIIini

WP
USB

e l ’ Delete

Froperties

MName: ‘IP(NA‘I’) |

Type:  KNbnetlP v |

[ ]Standard connection

Communication parameters

KNnevIP device:
'[F) indicates programming maode active
|<New...> v |
MAC addr. ‘ ‘
Mame: ‘<Neu.,,> ‘

IP address: ‘84.145.85.50 ‘

| KNnetIP Diagnostic wizard |

MNAT mode [v]

X

[ oK ] l Cancel

]

Figure 6: ETS Connection Manager

A separate connection should be created for remote access, such as "IP (NAT)" in the
example shown here. Select "KNXnet/IP" for the type. In the "IP address" field, enter the
public IP address of the remote KNX installation. The port (3671) specified here must be
the same as the one contained in the DSL router settings. Important: The "NAT mode" box

must be checked.

Note: The IP address must be entered manually since the devices cannot be scanned via

the Internet.

Remote access by means of NAT requires at least ETS 3.0f.
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3 Remote access via a VPN

3.1 Virtual Private Network (VPN)

3.1.1 Introduction

A VPN is an extension of private networks. It can be used to enable remote access (site-
to-end) and link private networks (site-to-site) via the Internet.

1.1 Site-to-end

A site-to-end VPN can be used to establish access to an internal network. For example,
employees in the field can use it to dial into their company network.

1.1 Site-to-site

A site-to-site VPN can be used to link private networks. For example, a site-to-site VPN
can link two remote company networks.

1 Remote access to a KNX/IP router using the DrayTek
Vigor2200Eplus as an example

3.2.1 Configuration of the VPN server

This example shows how a VPN connection is set up with the PPTP protocol (Point-To-
Point Tunnelling Protocol). Alternatively, a VPN connection can be established via L2TP
over IPsec (Layer 2 Tunneling Protocol).

Descriptions are only provided for those pages on which settings need to be made.

The following figure shows the main menu of the DrayTek router.

<N http:/f192.168.6.1/ - Micresoft Internet Explorer,

Datei  Gearbeiten  Ansicht  Eavoriten  Extras 2 o
G zurick - () \ﬂ E'I _;‘J /.7? suchen :\? Favoriten {Az - iz [H :“

Advesse (& httpif192.168.6.1] v | [ wechssinzn  Links
Google |G- ~ Losgehts! o G0 B v €% Lesezsichen~ & 261 blockisrt 2 () Einstellungen~

DrayTek Router Web Configurator
« Model WignrZ200E-plus
Setup Main Menu » Firmware Yersion w254
DrayTek Corp = Build Date/Time Wed Mar 1 10:21:53 57 2008

o LAN MAC Address (00-50-7F-42-0A-5C

Basic Setup (Setup First) Quick Setup
> Cluick Start YWizard »> Intemet Access Setup

>»  Administrator Password Setup
»> LAWTCPAP and DHCP Setup

Advanced Setup System Management
»> Dynaric ONS Setup == Online Status
»>  Call Schedule Setug => WP Connection Managernent
=» NAT Setup »> Configuration Backup / Restaration
=» RADIUS Setup =» Syslog Setup
> Static Route Setup »=» Time Setup
> |P Filter/Firewall Setup »>> hanagement Setup
»>> %P and Remote Access Setup >> Diagnostic Toals
> UPNP Serice Setup >> Reboot System
== WLAN/Rate Control =»  Firmware Upgrade (TFTP Server

Copyright © 2003, DrayTek Corp. All Rights Reserved.

&) & Internet

Figure 7: Setup Main Menu
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Select the "VPN and Remote Access Setup™:

2 http://192.168.6.1/ - Microsoft Internet Explorer,

Datei Bearbeiten  Ansicht  Eavoriten  Extras 2 ;,'
ezuruck A > | Iﬂ \g ) -~ suchen . Faworiten '€‘3 g - ‘g — _J ﬁ
Advesse @] hitprfj192.168.6.1 v| B wechseln2u  Links
Google |G+ ~ losgeht's! o 62 B €% Lesezsicheny 51261 blockiert () Einstellungen~
DrayTek Router Web Configurator
> Advanced Setup > VPN and Remote Access Setup << Main Menu

> Remote Access Control Setup
=> PPP General Setup

=> VPN IKE / IPSec General Setup

=> Remote User Profile Setup (Teleworker)

=> LAN-to-LAN Profile Setup

Gopyright @ 2003, DrayTek Gorp. All Rights Reserved.

&] 8 Internet

Figure 8: VPN and Remote Access Setup

Select the "Remote User Profile Setup (Teleworker)". The next dialogue box shows a table

in which various accounts can be created:

<N hitp:/192.168.6.1/ - Microsoft Internet Explorer

Datei  Bearbeiten  Ansicht  Eaworiten  Extras 2 1','
ezuruck L > | Iﬂ @ h /._" Suchen \5‘:( Favoriten {‘3 3~ :7 - _J ‘3
Adresse | ] http1/f192.168.6.14 | B wechsenzu  Lrks >
Google [Gl» v Losgetks! o 50 BF v | §9 Lesezeichen= (& 261 blockiert > () Emstelungen -
Dl“ayTek Router Web Configurator
> Advanced Setup > Remote User Profile Setup (Teleworkern) << Main Menu
Remote Access User Accounts: << Back | Setto Factory Default
Index User Status | Index User Status
1. Client1 i 1. 77 ®
2. TR ® 12, B B
3N THE ® 13. FER #
4. 777 ® 14, 77 B
4, i ® 15, TEE ]
6. TFE ® 16. FEE #
7. 777 % 7. 777 u
8. i ® 18. TER #
9. TFE ® 19. FEE #
10. 77T B 20, 7 ]
Status: v --- Active, x --- Inactive
Copyright © 2003, DrayTek Corp. All Rights Reserved.
&) & Internet
=

Figure 9: Remote User Profile Setup (part 1)
Select an account. The following box appears:
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2 hitp:/192.168.6.17 - Microsoft Internet Explorer,

Datei Bearbsiten Ansicht  Favoriten Extras 2

'11

emuck > |ﬂ \g ;j /,_‘1 Suchen ‘\_;n:(Favnrltan € (- :’, = #J 3

Adresse | @] hitp/f192.168.6.1{

Google |G- v Losgeti'st o 55 B + | ¥ Lesezeichen= (G 261 blockiert >

() Emstellungen+

| B wechsenzy ks »

= Advanced Setup > Remote User Profile Setup (Teleworker)

Index No. 1
User account and Authentication Username
Enable this account
Password
Idle Timeout second(s)

Allowed Dial-In Type

DFGYTek Router Web Configurator

<< Main Menu

<< Back | Clear |

FPTF

[0 1psec Tunnel

[ L2TR with IPSec Palicy
[0 specify Remote Node

IPSec Security Method

Medium (AH)
High {ESP)
DES 2DES BES

toealo [ Jcoptionap

Remote ent el ]
orpeero ]

Copyright © 2003, DrayTek Corp. all Rights Reserved.

&] Fertiq #® Internst

Figure 10: Remote User Profile Setup (part 2)

Activate the account using "Enable this account". Create a "Username" with the
associated "Password". Select the protocol under "Allowed Dial-In Type". Several
protocols can be activated if necessary. In this example, only "PPTP" is used.
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3.2.2 Configuration of the VPN client under Windows XP

Select "Create a new connection” in the Network Connections. In the dialogue box that

opens, select "Connect to the network at my workplace".

Mew Connection Wizard
Metwork Connection Type
“What do you want to do’?

") Connect to the Intemnet
Connect ta the Internet 2o pou can browse the 'web and read email.

(%)!Connect to the network at my workplace

Connect to a buginess network [uzing dial-up or YPM] 2o you can work, from home,
a field office, or another location.

{7} 5et up an advanced connection

Connect directly to another computer using pour senal, parallel, or infrared port, or
zet up thiz computer zo that other computers can connect to it

[ < Back " Mest » ][ Cancel

Figure 11: Network Connection Type
In the next box, select "Virtual Private Network connection".

Mew Connection Wizard
Metwork Connection
How do pou want to connect bo the nebwork. at your work place?

Create the fallowing connection:

) Dial-up connection

Connect uzing a modem and a regular phone line or an Integrated Services Digital
Metwark, [ISDM] phone line.

(#) ¥irtual Private Metwork connection
Connect ko the network, uzing a virtual private netwaork, [WEM ) connection over the
Internet.

[ < Back ” Mest » l[ Cancel

Figure 12: Network Connection
The connection should be assigned a meaningful name:
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Mew Connection Wizard
Connection Hame
Specify a name for this connection to your workplace.

Type a name for thiz connection in the following box.

Company Mame

, KX IP Router Building & .

For example, you could twpe the name of wour warkplace ar the name af a server you
will connect to.

< Back ]| Mewt » |[ Cancel

Figure 13: Connection Name

To reach the VPN server, its IP address must be entered. Because many DSL connections
have a dynamic IP address, it must be determined first. A service such as "DynDNS" can
be used instead. In this case, the corresponding name must be entered instead of the IP

address.

Mew Connection Wizard
¥PH Server Selection
What iz the name or addrezss of the YPH zerver?

Type the hast name ar Intermet Pratocal (IP) address of the computer ba which pou are
conhecting.

Hozt name or IP address (for example, microzoft com or 157 .54.0.7 :

s —

[ < Back ]| Mext > |[ Cancel ]

Figure 14: VPN Server Selection

Before the connection is established, the password must be entered in addition to the user

name. These must be identical with the entries in the VPN server.
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Connect “KNXnetlP VPN"

Lser name: | Clientl |

Passward: | |

[ ] Save thiz uger name and password for the following users:

e anly

Arnwone who uzes thiz computer

L_Eu:unneu:t ,][ Cancel ][ Froperties ][ Help ]

Figure 15: Connection establishment

After the connection is established, the client is assigned an IP address from the range of
the remote private network.
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3.2.3 Accessing the remote KNX IP device with the ETS

Multicast telegrammes are used to search for a KNX IP device. Because the VPN
hardware (DrayTek Vigor 2200Eplus) does not allow these to pass, the IP address of the

KNX IP device must be known.

ETS Connection Manager

Configurad Connections

IF Routing
IP Tunnelling

IPENA i

UsB

| |

Pl Delete

FProperties
MName: |VPN ‘
Type: | KinetlP v

[]standard connection

Communication parameters

KNnetIP device:
'(F)' indicates programming mode active
|<New_._> w |
MAC addr. ‘ ‘
MName: ‘<New._.> ‘

IP address: ‘192_153.5.5

| KnxnettP Diagnosticwizard |

Port MNAT mode [

X

[ Ok Cancel

I

l

Figure 16: ETS Connection Manager

The IP address and the port of the KNX IP device must be entered in the communication
parameters. If a VPN connection is active, the KNX IP device can be accessed.

3.2.4 Alternatives

Apart from the DrayTek Vigor2200Eplus used in this example, a VPN can be built with
other devices as well. Devices of this type are available from Linksys, Netgear and AVM

(Fritzbox).

Either an embedded solution or a PC with "OpenVPN* can be used.
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